
BO THONG TIN VA TRUYEN THONG 
eye AN TOAN THONG TIN 

S6;^i^?/CATTT-TDQLGS 
V/v canh bao ve bien the moi cua ma doc 

tong tien Ransomware (ma doc Petya) 

C O N G HOA XA HOI C H U NGHIA VIET NAM 
Doc lap - Tu* do - Hanh phuc 

Ha Noi, ngciy 28 thdng 6 nam 2017 

Kmh gui: 

- Don vi chuyen trach ve CNTT cac Bo, ca quan ngang Bo, 

ca quan thuoc Chinh phu; 

- So Thong tin va Truyen thong cac tinh, thanh pho true 

thuoc Trung uang; 

- Cac Tap doan kinh te; Tong cong ty nha nuoc; To chuc tai 

chinh va Ngan hang. 

Ma doc tong tien, ma doc ma hoa du lieu (Ransomware) tu khi xuat hien 
da gay thiet hai khong nho cho nhieu to chuc, doanh nghiep. Sau dot tan cong 
hoi thang 5 cua ma doc tong tien WannaCry, ngay 27/6/2017 ma doc 
Ransomware lai tiep tuc gay anh huong toi nhieu nuoc tren the gioi. 

Bien the ma doc Ian nay co ten Petya (con goi la Petwrap) khong chi khai 
thac va lay Ian thong qua 16 h6ng MS 17-010 ma con co the lay nhiem vao may 
tinh da va 16 hong nay th6ng qua c6ng cu WMIC (c6ng cu co san trong 
Windows cho phep truy cap va thiet lap cau hinh tren cac may Windows); c6ng 
cu PSEXE (c6ng cu cho phep truy cap vao may tinh Windows tu xa ma nguoi 
dung kh6ng bi^t th6ng qua dich vu SMB) va 16 h6ng CVE-2017-0199 (16 h6ng 
trong Microsoft Office/WordPad cho phep tin tac chi^m quyen di6u khien he 
th6ng). 

Cac 16 h6ng tren da co ban va, tuy nhien co nhieu may tinh van chua cap 
nhat va co the la nan nhan cua dot tan c6ng Ian nay. 

Petya co hoat dong rat khac so vai cac bien the Ransomware khac. Petya 
khi lay nhiem vao may tinh se kh6ng ma hoa tung tap tin, ma thuc hien ma hoa 
Bang File (Master File Table - MPT, chua th6ng tin ve tat ca cac tap tin va thu 
muc trong phan vung) va thay the Master Boot Record ciia may tinh bang tap tin 
doc hai de hien thi th6ng tin doi tien chuoc. Do vay may tinh nguoi dung se 
kh6ng the khai dong duac khi hi nhiem ma doc nay. 

Mot s6 hom thu dien tu dung de phat tan ma doc Petya: 
wowsmithl23456(a)posteo.net 

iva76y3pr(a)outlook.com 

1 



carnicllar4hcgp(f7)out look.com 

amaiKki44i8.sq(i:7.outlook.com 

Khi lay nhiem may tinh co ket noi mang den mot so dia chi: 

185.165.29.78; 84.200.16.242; 111.90.139.247; 95.141.115.108 (Ngu6n: 

htlps://gist.gilhuhiiscrcontent.com/vulnersCom/65fe44d27d29d7a5de4cl76baba 

45759/ni\v/h41413162198d7fa 117bb934a92124d7075b3f5e/Petva ransomware.t 

Cue An toan thong tin de nghi cac co quan, to chuc tang cuang cac bien 

phap bao dam an toan thong tin de giam thieu nguy ca tu ma doc Petya nhu sau: 

- Kiem tra va bao dam cac may tinh trong he thong mang da va cac ban va 

bao mat, dac biet la MS 17-010, CVE 2017-0199; 

- Chan loan bo kk n6i lien quan d in djch vu SMB (445/137/138/139) tu 

ngoai Internet; 

- V6 hieu hoa WMIC (Windows Management Instrumentation Command-

line); 

- Khong truy cap vao cac lien ket la, canh giac cao khi ma cac tap tin dinh 

kem trong thu dien tu; 

- Sao luu cac du lieu quan trong thuang xuyen vao cac thiet bi luu tru 

rieng biet; 

- Cap nhat phan mem diet virus; 

- Tat dich vu SMB tren tat ca ca cac may trong mang L A N (neu khong 

can thiet); 

- Tao tep tin " C:\Windows\perfc " de ngan ngua nhiem ransomware. Day 

la tap tin ma doc kiem tra truac thuc hien cac hanh vi doc hai tren may tinh. 

Khi trien khai cac noi dung neu tren, trong truang hap can thiet, Quy dan 

vi CO the lien he vai Cue An toan thong tin, so dien thoai: 04.3943.6684, thu 

dien tir ais@mic.gov.vn de dugc phoi hgp, ho trg. 

Tran trong./. 

Noi nhan: KT. C\JC TRlfdNG 
- Nlur Ircii; 
- l.anh dao Bo (dc b/c): 
- Cue truoiig (dc b/c): 
- Co quan don vi ihugc Bo: 
- U r u : V T . TOQLGS. 

Nguyen Huy Dung 
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