BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc lap - Tw do - Hanh phuc

S 838/CATTT-TPQLGS Ha Néi, ngay 28 thang 6 nam 2017

V/v canh bao vé bién thé madi cia ma doc

téng tién Ransomware (ma doc Petya)

Kinh gtri:
- Pon vi chuyén trach vé CNTT céc Bo, co quan ngang Bo,
co quan thudc Chinh phu;
- S& Théng tin va Truyén thong céc tinh, thanh phd truc
thudc Trung uong;
- Cac Tap doan kinh té; Téng cong ty nha nudc; To chirc tai
chinh va Ngan hang.

Ma doc tong tién, ma doc ma hoa dir liéu (Ransomware) tir khi xuat hién
da gay thiét hai khong nho cho nhiéu t6 chirc, doanh nghiép. Sau dot tin cong
hoi thang 5 cia ma doc tdng tién WannaCry, ngay 27/6/2017 ma doc
Ransomware lai tiép tuc gdy anh hudng téi nhidu nudc trén thé gioi.

Bién thé ma dgc lan nay c6 tén Petya (con goi la Petwrap) khong chi khai
thac va lay lan thong qua 16 hong MS17-010 ma con c6 thé lay nhiém vao may
tinh di va 16 hong nay thong qua cong cu WMIC (cong cu c6 san trong
Windows cho phép truy cap va thiét 1ap cau hinh trén cac may Windows); cong
cu PSEXE (cong cu cho phép truy cap vao may tinh Windows tir xa ma nguoi
dung khong biét thong qua dich vu SMB) va 1 héng CVE-2017-0199 (18 héng
trong Microsoft Office/WordPad cho phép tin tic chiém quyén diéu khién hé
thong).

Céc 16 hong trén da c6 ban va, tuy nhién c6 nhiéu may tinh van chua cap
nhét va ¢ thé 1a nan nhan cta dot tin cong lan nay.

Petya c6 hoat dong rat khac so véi cac bién thé Ransomware khac. Petya
khi lay nhiém vao may tinh s& khong ma héa ting tap tin, ma thuc hién ma hoa
Bang File (Master File Table — MFT, chira thong tin vé tat ca cac tap tin va thu
muc trong phan ving) va thay thé Master Boot Record cua may tinh bang tap tin
doc hai dé hién thi thong tin doi tién chudc. Do vdy may tinh ngudi ding sé
khong thé khai dong duoc khi bi nhiém ma doc nay.

Mot s6 hom thu dién tir ding dé phat tan ma doc Petya:

wowsmith123456 (@posteo.net

iva76v3proutlook.com




carmellardhegp@@outlook.com

amandad44i8sq@outlook.com

Khi liay nhiém may tinh c6 két ndi mang dén mot sé dia chi:
185.165.29.78;  84.200.16.242; 111.90.139.247; 95.141.115.108 (Nguén:
htips://aist.githubusercontent.com/vulnersCom/65fe44d27d29d7a5dedc 1 76baba
15759/raw/b4 1413162198d7fal 17bb934a92124d7075b3f5¢/Petya ransomware.t
N

Cuc An toan thong tin dé& nghi cic co quan, té chirc ting cudng cac bién
phap bao dam an toan thong tin dé giam thiéu nguy co tir ma déc Petya nhu sau:

- Kiém tra va bao dam céc may tinh trong hé thong mang da va cac ban vé
bao mat, dac biét la MS17-010, CVE 2017-0199;

- Chan toan bg két ndi lién quan dén dich vu SMB (445/137/138/139) tir
ngoai Internet;

- Vo hi¢u héa WMIC (Windows Management Instrumentation Command-
line);

- Khong truy cap vao cac lién két la, canh giac cao khi mé céc tap tin dinh
kém trong thu dién tu;

- Sao luu cac dir liéu quan trong thuong xuyén vao cac thiét bi lwu trir
rieng biét;

- Cap nhat phan mém diét virus;

- Tat dich vu SMB trén tit ca ca cac mdy trong mang LAN (néu khong
can thiét) ;

- Tao tép tin " C:\Windows\perfc " dé ngan ngira nhiém ransomware. Pay
la tap tin ma doc kiém tra trude thuc hién cac hanh vi doc hai trén may tinh.

Khi trién khai cac ndi dung néu trén, trong truong hop can thiét, Quy don
vi co thé lién hé véi Cuc An toan thong tin, s6 dién thoai: 04.3943.6684, thu
dién tu ais@mic.gov.vn dé dugc phéi hop, hé trg.

Tran trong./.

Noi nhan: KT. CUC TRUONG
- Nhu trén: PHO CUC TRUGNG

- Lanh dao Bo (dé ble):

- Cuc truong (dé ble);

- Co quan don vi thuoe Bo:
- Luu: VT. TDQLGS.
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