Xac thuc & Bao mat
TRIEN KHAI ’'NG DUNG HE THONG CHUNG

THWC SO CHUYEN DUNG CHINH PHU
TAI THONG TAN XA VIET NAM

Ngwei trinh bay: Lé Quang Huy
CUC CHUNG THUC SO & BAO MAT THONG TIN
BAN CO YEU CHINH PHU
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4. TOM TAT
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S / 1. DAT VAN PE

« 1.1. HIEN TRANG UNG DUNG CNTT TAI CQNN
+ 1.2. AN TOAN THONG TIN TAI CO QUAN NN

 1.3. GIAI PHAP PAM BAO ATTT TRONG CQNN

- 2mosore  httpz//cagovvn A g 3



/1 1. HIEN TRANG (’NG DUNG CNTT TAI CQNN

XA HOI CONG NGHIEP XA HOI THONG TIN
Giao dich truyén thong Giao dich dién t

Két qua: | Han ché:

* PL: Hé thong VBQPPL tmg dung CNTT. « Thiéu khung phap Iy dong bo.

- Hatang: Mang TSL, Datacenter, CSDL QG. Xép hang ung dung CNTT thap ASEAN

* G2G: Website, email, h¢ dicu hanhtic ~ +  CSDL quoc gia, ha tang thong tin cham
nghiép, quan ly van ban, xir ly ho so cong  trién khai, bao mat, an toan thap, quy

viéc, hoi nghi truyén hinh. .. mo nhd, két ndi, chia sé thong tin hep
- (2B, G2C, G2E: Website, email, DVC thiét Diéu hanh, xir Iy cong viéc qua mang
yeu, mot ctra dién tir. ... con it; so lwvong DVC murc d0 cao chua

+ X&p hang : 88/193 (EGDI), 59/193 (DVC)  nhicu.

yey @




Phat hién hon 100.000 ma doc.
Ty 1& l1ay nhiém: 300%/nim.
» Loai tan cong:
— Thay dbi giao dién (Deface),
— Cai ma doc (Malware)
— Lua dao (Phishing).
+ Kiéu tan cong:
— L6 hong bao mat.
— Thoi quen cua nguoi dung.
«  Xu huéng tan cong:
— dir liéu ngudi dung (tong tién, thdng tin c& nhan);
— ma doc: dién thoai, thiét bi thong minh;
— ha tang trong yéu CONN.



Cac van dé gay mat an toan thong tin:
1. Ai dang giao dich? (Xac thuc)

2. Thong tin co bi xem trom? (Bi mat)
3. Dit li€u 0 bi sira doi 2 (Toanyen)

4. Choi bo hanh dong (Ct]é:

/A /1.3. GIAI PHAP DAM BAO ATTT TRONG CQNN
BAD DATAIS...

il
yll]




ey / 2. HE THONG CHU'NG THUC SO

2.1. MAT MA KHOA CONG KHAI

2.2. CHUNG THUC SO

2.3. CHUNG THU SO

2.4. CAC THANH PHAN CUA HE THONG CTS

2.5. CAC HOAT PONG CHINH CUA HE THONG CTS
2.6. MO HINH HOAT PONG CUA HE THONG CTS
2.7. UNG DUNG KY SO

2.8. UNG DUNG MA MAT

2.9. UNG DUNG XAC THUC, CHONG CHOI BO
2.10. PAC PIEM CUA CHU KY SO
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skt / 2.1. MAT MA KHOA CONG KHAI

Mat mé: 1a nganh khoa hoc nghién ctru cac phuong phap bién doi
thong tin @€ dam bao tinh bi mat ctia thdng tin (chuyén doi thong
tin tir dang r0 sang dang bi mat va nguoc lai).

Mat ma bat doi xang (mat ma khoa cong khai)

— Ra doi tir cudi nhitng nam 70.

— Str dung hai khoa khéac biét nhau

Public Key Cryptography EEI] 5 Eﬂ_ﬂ ma EEII &
dam vao dan ra
;r ."’a[a mat hoa Gidi m3 mat
— |
@ ‘

$-Private Key &h;bh Key R-Private Key RPubh Key

Khoa cong khai Khoa riéng cua
Z\x\ cua bén nhan bén nhan

\ yey =




* Chiwrng thwe: |a viéc chiing nhan

v / 2.2. CHPNG THUC SO

mot diéu gi do 1a dang thdng qua &
mot phuong tién cu thé.

Chirng thue so: 12 viéc

mot t6 chtrc ¢4 tham quyén (tin cay)

str dung cac cong ngh¢, k¥ thuat dién tir (s6)
chirg nhan mot cip khoa thudc vé mét chu thé
thdng qua phuong tién x4c dinh (chimg thu so).

Bin chat hé thong chimg thuce so:

la mot hé thong hd trg cho viée ap dung
cac k¥ thuat mat ma (dac biét mat ma
khoa cong khai), nham dam bao an toan,
tin cay cho cac giao dich trong moi trudng mang.

Intelligent Infrastructure
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e / 2.3. CHUNG THU SO

Khé&i niém: Chimg thu s6 1a mot
phuong tién thong qua né to chirc
chimg thuc chirng nhan mét cap kh
thudc vé mot chu thé xac dinh.

- Tén thué bao
- Khéa cong khal

. . , , ., Muc dich
* Ban chat: Cau truc dir 1iéu gan cac Thoi han...
thong tin xac dinh chu thé véi mot
khoa cong khai, duoc Ky so bai co
quan phat hanh (T6 chirc chirng thuyc)
va luu trir dudi dang 1 tap tin (file). Chir ky
« Tao ra chimg thu s6 giai quyét dugc & chivc
van dé xac thuc cap khoa va ,
chéng chéi bo. ¢ hirng tha

- Khoa riéng: dat trong thiét bi luu khoa




>

2.4. CAC THANH PHAN CUA HE THONG C
» Ha tang: CA, RA, VA- cung cap dich vu: !%m e %

L,
— Chumng thuc: Phét hanh, thu hoi ching thu Irect
s6. Phét hanh danh sach thu hdi (CRL). Quan
ly vong doi ctia ching thu sb sau khi phét
hanh.

— Céc dich vu (truc tuyén) nham khang dinh
tinh tin cay va hop 1€ cta chirng thu so:
LDAP, CRL, OCSP... Versions

— Dich vu dau thoi gian: TimeStamp, ... ﬂ‘ Oamssh ung s
Yéu ciu théng tin thu hi —
9 r., ) . . chirng thw sb % -— ) —
* Thuc thé cuoi - st dung dich vu: oo™ Trong o |

— Chu thé s6 hitu chimg thu s6 (thué bao) ﬁ Responder \ ocse

— Ngudi dung, thiét bi, tin cay va st dung
chirng thu so0.
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Chirng thuc cap khoa:

» Phat hanh: cap chimg thu s6 cho thué bao.

'5. CAC HOAT DONG CHiNH CUA HE THONG CT¢

« Gia han: thay doi thoi han sir dung ctia ching thu so.

* Tam durng: tam thoi lam mat hiéu luc cua chirng thu SO.
« Thu hoi: lam mat hiéu luc chimg thu trude khi hét han tu nhién
Str dung chimg thu s6; dam bao an toan (xac thuc, toan ven, bi mat)

Phat hanh

Gia han

Thu hoi

' ™
E[Chfmg thu' so
S

Treo/kich hoat

yey =



2.6. MO HINH HOAT DPONG CUA HE THONG CTS

(" Pht hich chirng th Certif]catiinn Au:thority .(CA) ValideﬂationﬁAut[\orityﬂ(VA)
L va CRL BO phan chirng thuce B6 phan xac nhén
. .

Danh sach chiing thu s6 con higu Iyt

NI = I
ching thuc Danh sach chiing thu s6 da thu hdi

[ Nhan vién &, /
kiém tra &

0 5 Yéu céu kiém tra tinh hop 1¢
Registration Authority (RA) =~ 2 chirng thir so ngwai diing A -
BO phan dang ky = ——— a @1\

8w

Yéu ciu
ching thuc

Nguoi dung A

Chirng thu sé
clia ngudi dung A

Tai liéu da ky bang

—— Cchingthu s Y
Ching thu s i
. N Co quan ABC
cua ngurdi dung A Rzt
Khoa cong khai ¢ Beegep - Kiém tra tinh hop Ié cia
chir kv so.
Khoa riéng 1 k = - Kiém tra tinh hop 1€ cua
: chirng thie s0
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2.7. NG DUNG KY SO

Certification Authority (CA)
B phan chirng thuc

A Danh sach chithg thu s6 con hiéu e

Céc dich vu ching thue (VA)
CRL, OCSP, SCVP

i

i —
Illllll Danh sach chiing thu s6 da thu hi
Hop 18 ? f ﬁ‘,
Tai liéu da ky \Chl'mg thu s6 cia A
Tai liu goc Poc lap Tai liu goc
Tuw do

Hanh phic Daoc lap
Tuw do

Hanh phic

Doc lap -
i -
Hanh phic

Khoa riéng Khoéa cong khai e

cua bén gm cua bén glIl ' B
T R -— %

Chimg thu sb ciia A
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2.8. UNG DUNG MA MAT

(CA) Kho chitng thw s6 (VA)
B phan chung thuc

A Danh sach chimng thu s6 con hiéu Iuc

—f—
IIlIIII Danh sach chiing thu s6 da thu hoi

Khoa cong khai—bgﬁ /

Chung thw s6 Chimg thu s6 cia B

LDAP Serv--

i

— i

Private-Key

Ban ro ¢ Ban ma Ban ro

GANQRIDB

Doc lap Doc lap
Tydo |~ M mat hég — WOV | o (Gidi ma mat —m| Tudo
Hanh phuc Hanh phuc

T B/9yPZ5+

A Y , B
Khoéa cong khai Khoa riéng
cua B —

cua B

Khoa cong khai —>§%
| _‘

Chimg thu s cia B Chtmg thu s6 cia B

y 4




2.9. ’NG DUNG XAC THUC, CHONG CHOI BO

The Non-Repudiation Framework

Sender of the Receiver of the
electronically electronically
signed record signed record

b |

| PKl based
' cenification AUThentication

Authority

-,

verificabon

wm Core Mon-Repudiation Services
. ! cryptographic handshake with’ Server . = +
private keys + certs
=B
Ung dung X4c thuc ctia hé Ung dung chong choi bo cuia
thong chirng thuc so h¢ thong chirng thuc so6
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mgre / 2.10. PAC PIEM CUA CHU KY SO

» Khéi niém CKS: Chit ky s6 1a thong tin (Dir liéu) duoc
gan kém véi tai liéu (van ban, &m thanh, hinh anh)
str dung C4c thuat todn mat ma nham xac dinh
nguoi Ky dir liéu do.

 Muc dich ciia chir kY so:

- Xac dinh nguoi ky

(++ Ngudn gbc tai liéu,

++ Y dinh cé nhan trén tai liéu do).
- Xac dinh tinh toan ven cua tai liéu
Ban chat: chir ky so 1a két qua

ctia mot luge d6 toan hoc vai dau vao 1a
dit liu can ky, duoc tom luoc thong qua
ham bam va ma mat hoa dir liéu da tom luoc.

- K¥ thuat: Chit ky s6 duoc tao va kiém tra bang cic thuat toan mat
ma.
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s / 2.10. DAC DIEM CUA CH( KY SO

MOT SO PIEM KHAC BIET GIPA CHI KY SO VA CHU KY TAY

. Khacbiét | Chirkytay | Chir kysé

eI EET N gl=ellz | CO moi lién hé sinh Phu thubc vao nha
Sl A Ml e I hoc vO'i ca nhan cung cap dich vu

Ky ngudi ky. chit ky s6.

11 e GIERRAAVERE Ky bang tay va kiém  Thong qua phan
ERE e A tra chit ky bang mat mém may tinh

o1 476 (e =l Gan gidng nhau va  Khac nhau va phu
lieu khac nhau khong phu thudc thudc vao twng tai
vao tai liéu va thoi  liéu ky va thoi diém
didm ky Ky




skt / 2.10. DAC DIEM CUA CHU KY SO

U'U PIEM CUA CHU KY SO

Chir ky tay Chir ky s&

VI SENEler | Van cd thé dién ra trong Hau nhw khong thuc hién

chit ky thuc té. dwoc (trir truong hop bi 16
khoa riéng hoac bj lgi
dung).

SR e Kiém tra bang mat, phy Kiém tra bang phan mém,

hién su gia thudc vao k§ ndng cla co két qua tirc thoi va nhu

nguoi kiém tra va cdn mot  nhau vdi bat ky ai kiém tra.
khoang thoi gian.

mao chit ky

Dam bao tinh RET Manh

toan ven tai (kha nang phat hién sra (Dé dang va nhanh chdéng
lieu doi tai liéu phu thuécvao  phat hién duoc tai liéu d3
tirng ca nhan)http://ca.govvn  bj sira doi) 19




s / 2.10. DAC DIEM CUA CH( KY SO

NHUOC PIEM CUA CHU KY SO
Chir ky tay Chir ky so

Gan nhu khong cé gidi han. Co thaoi han nhat dinh (thiét bi
xt ly, ky thuat mat ma lac hau,
chirng thu sé hét han)

Don gian khi thuc hién (ky Rt phirc tap, kho khi chirng

va kiém tra) va dé chtng  minh va khd hiéu v&i bén th

minh, dé hiéu v&i bén th& ba (lién quan dén toan hoc, hé

ba (quan toa, thAm phdn, diéu hanh, giao thirc, xt ly

trong tai...) duong dan chirng thue, chinh
sach...).
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e A TRIEN KHAI HE THONG CTS TRONG CQNN

3.1. MO HINH HE THONG CTS VIET NAM
3.2. HANH LANG PHAP LY

3.3. CAC DICH VU CUNG CAP

3.4. CAC SAN PHAM UNG DUNG

3.5. KET QUA TRIEN KHAI TAI CAC CQNN
3.6. KET QUA TRIEN KHAI CHO CPPT

3.7. UNG DUNG CHU KY SO TAI VIEN KSNN
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Cac CA nwé&c ngoai
(CTS cua Intel, CTS cua
Deusche Bank...)

‘-------

.1. MO HINH HE THONG CHUNG THUC SO VN

B6 Théng tin va Truyén

-----------------*

Ban Co’ yéu Chinh phu

théng
_ J
Quan ly Quan ly Quan ly
. Hé théng CA chuyén dun
Hé thong CA céng cong . %hinh phxé 9
A(N-ROC')tCA) o ococoooosdoccoscooooe (G'ROOtCA)
Trung tam Chirng thye dié Cuc Chirng thyc s6 va Bao
te quoc gia mat théng tin
. £ . CA chuyén dung trong cac i
Cac CA dworc cap phép n. td chire, doanh Cac co’ quan tiép nhan yéu
(VNPT-CA, VIETTEL-CA co’ quan, 1o chwre, A -
BKAV-CA...) ' nghiép (CA-NHNN, CA- cau chirng thwe
Agribank...)
ql::aancqcuoén Cac thué
Iy thué bao bao
Thué bao Thué bao Thué bao
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/ 3.2. HANH LANG PHAP LY

- Luat giao dich dién tir s6 51/2005/QH11 quy dinh vé giao dich dién ttrtrong hoa
dong cta cac co quan nha nudc, trong linh vuc dan su, kinh doanh thwong=mai va
cac linh vuc khac.

*  Nghi dinh s6 130/2018/ND-CP ngay 27/9/2018 Quy dinh chi tiét thi hanh Luat
giao dich dién tir vé chir Ky s6 va dich vu chimg thuc chir Ky sé.

Théng tu s6 41/2017/TT-BTTTT ctia B6 TTTT quy dinh st dung chit ky s6 cho
van ban dién tir trong co quan nha nudc.

Théng tu s6 01/2019/TT-BNV quy dinh quy trinh trao doi, luu trir, xt 1y tai liu
dién tir trong cong tac van thu, cac chirc ning co ban cua Hé théng quan Iy tai
liéu dién tir trong qua trinh xir Iy cdng viée cta Cac co quan, to chic.

Nghi quyét s6 17/NQ-CP, ngay 07/3/2019 ctia Chinh phu Vé mét sé nhiém vu,
giai phap trong tdm phat trién CPPT giai doan 2019 - 2020, dinh hudng dén 2025

*  Quyét dinh s6 28/2018/QD-TTg ngay 12/7/2018 cua Thi tuéng CP vé viée gui,
nhén vin ban dién tir gitta CAc co quan trong hé thong hanh chinh nha nude.

»  Chi thi 6 02/CT-TTg ngay 23/01/2019 cua Thu tuéng CP vé viée ting cudng su
dung chir ky s6 chuyén dung chinh pha trong hoat déng cua co quan nha nudc
cac cap.
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/ 3.2. HANH LANG PHAP LY

*  Quy trinh cung cap chtng thu so6 theo Nghi dinh s6 130/2018/ND-

GUi yéu cdu chu’ngthu’c (1) Gul yéu\Céu Chl'l’I}g
(h6 so dé nghi cap chirng thu so) thyc (ho SO dé nghi CﬁE
ching thu s0): Co quan, to

chtrc 1ap hd so dé nghi cap

chimg thu s6 va giri t6i Cuc

CTS&BMTT.
(2) Cuc CTS&BMTT
GUri két qua chirng thuc
(Chirng thu s6) (2)

giai quyét yéu cau (tao
chig thu s0).

(3) .
(3) Gui két qua chung

thuc toi thué bao: Thong
qgua dich vu tra két qua thuc
hién thu tuc hanh chinh cua
Buu dién Viét Nam.

yey -



3.2. HANH LANG PHAP LY

* Thong tu s6 01/2019/TT-BNV quy dinh quy trinh trao doi, TuuMrt,
xur ly tai liéu dién tir trong cOng tac van thu, cac chirc nang co ban
cua Hé thong quan ly tai liéu dién tir trong qua trinh xir ly cong
vi€c cua cac co quan, to chirc.

— Piéu 12. Hinh thirc chir Ky so ciia ngudi c6 thaim quyén Ky ban hanh
van ban
e 1. Vi tri: tai vi trf ky ctia ngudi c6 tham quyén ky ban hanh vin ban trén van
ban gidy.
* 2. Hinh anh: chir ky ctia ngudi c6 tham quyén trén vian ban gidy, mau xanh,
dinh dang (.png).
— Piéu 13. Hinh thirc chit Ky so6 ciia co’ quan, to chirc ban hanh viin bén
e 1.Vj tri: trim 1én khoang 1/3 chit ky ctia nguoi c6 tham quyén vé phia bén trai.
« 2. Hinh anh: diu cta co quan, t6 chirc ban hanh vin ban, mau do, kich thuéc
bang kich thudc thuc t€ cia dau, dinh dang (.png).
« 3. Thong tin: Tén co quan, to chirc, thoi gian ky (ngay, thang, nam; gio, phut,
giay; mui g10 Vit Nam theo Tiéu chuan ISO 8601).
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Dich vu chung thuc chit ky s6

«  Cap mdi, gla han, tam dirng/khoi phuc, th thu s6.
* Ching thu so cho ca nhan (cong chire).
« Chimg thu s6 cho to chtrc (co quan).

« Chimng thu s6 SSL cho dich vy, may chu (Web, VPN, Maj

Dich vu khang dinh tinh hop 18 chimg thu sb (truc tuyé
- Kiém tra tinh hop 1¢ va tin cdy ctia ching thu so: hop 1€

va tin cay cho cac giao dich trén mang: LDAP, CRL, OCS
Dich vu cap dau thoi gian (truc tuyén)
- Cung cap dau thoi gian cho céc giao di




3.4. CAC SAN PHAM NG DUNG

Ky sé Desktop

Ky s6, xac thyc tai liéu PDF

ca Ky s6 Web based

SANCOVEUCHNN PO
BO CONG CUKY SO i, e
"~ GCAdl g Ky so, xac thy’c tép div liéu
‘/ ‘, ; (dinh dang bat ky)

&

Ky s6 trén mobile

Ky s, xac thwe mat thw dién
y | tirthéng qua viung nhé dém

b

o b O
% ~ N
: y Van ban d5
Du théo g Van bin L . Kyse - dong
(o Van ban tioh by Van ban da € , dau . .
756 y Y Phat hanh van ban

= Chuyén vién Trudng L 5 N
e v phong Tha truedong Van thu
Héthéng  Chicning  Trogep
2@ o] = x50 | | B Xc thyc
a . ~ a2 ‘- 2
Hé thong van phong dién tlir
P V"‘ ‘,‘; 7“ — e
" L/ W
. ign - \ s { )’
" & 514 e P :
Y n -~
v

\ NJ /
=8 = )
‘ / [ ¢




Cung cap chirng thw so

/ 3.5. KET QUA TRIEN KHAI TAI CAC CQNN

Cac b6 va co quan ngang bo da str dung: 28/32.
Céc tinh/thanh pho da st dung: 49/63

160000

«o 140000
(2]

> 120000
<

97000

e
oo 100000

=
‘= 80000

60000
40000
20000

S6 luvong ch
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. = =

2015

Nam

44000

1 CON00N
1I9UVUUUV

2016
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3.5. KET QUA TRIEN KHAI TAI CAC CQNN

Heé théng cép gidy phép lai xe mai

sweseee i 11CN hgp chit KY s6 Vao mot so ting

Hé théng mang

F ~ dung tai mot s0 co quan Nha nudc

\

=: ; o i > ” Y >
phan tié GPLX In GPLX & ‘Quanly céng san
nhén yéu cau -

i b UDa triéu khaié hé théng cdp GPLX méi cho céc ~ Béocao thanhtra
3 Tinh, Thanh ph va Téng Cuc DBVN P = .
e { e F = e Cép phatquan ly chirng thwsé ~ Ungdung Thué
Nguoi dan Ngudi dén UHang chuc nghin GPLX m¢i da duoc cap, doi \/ B¢ Taichinh B
QThoi gian cép ddi khoang 3-5 ngay A ), Dich vu chirng thwe CKS . Ungdung Hai quan
e —————— |

\ / Bao mat thwdién tw

D\
. Bgcong cuky s6 GCA-01

E)&Zﬁg A Mobile PKI

L J ePastport, e-Driver License, elD,...

' Baomat CSDL dang vién

B

Cac co quan / \/ Bao mat HSCB
Pang -

Hnwe

&

( Cép gidy phép diént
* -CucTansé

=

3
20
3

Quan ly
Cong vin

| Bao mat thwdién twr

\ -

/2 Bao mat thw dién twr

Van phong
dién t
PortalOffice

Cong vige,

Quy trinh | Bao mat VOffice

VPCP

C  Bao mit thu dién tir
. Bao mat NetOffice
_ Quanly vanban

Bé Ngoai giao

) Bao mat website, portal

" Gidy phép laixe

TinhC Tinh D




HENAONGRAUAN Y A AN AN ASBTEURANH

CONCICHNUIGCONGIAUOGIGIAY

8 = - - 4 W v - .-

HENFONGHAONGHIN BACICAUNIUGE GIA

HE THONGITHAMI VAN CHINH SACHAECONSULTATION)

HE THONG THﬁN@ TINFEHUGVU HOE VA XUYAGONG VIEC
CUACHINH PHUE*CABINET)

CAC HE THONG THONG TIN KHAC ...




/3.7. NG DUNG CHUNG THU SO TAI TTXVN

*  Muc tiéu:
—  Xa&c thyc nguoi dung diang nhap vao hé thong thong tin
— Ky s6 vao vin ban dién tir.
—  Bao mat duong truyén (VPN).
« Cac tmg dung:
—  Hé théng xac thuc tap trung.
—  Dich vu cdng BHXH, KBNN, Thué.
—  Trao d6i van ban hanh chinh Truc lién théng van ban qudc gia.
—  Hé théng thong tin ndi bd caa TTVXN.
e« T6 chire thyuc hién:
—  Piang ky chung thu s6: (nghij dinh 130/2018/ND-CP).
—  Tap huan huéng dan nguoi ding st dung phan mém Ky so.
—  Tich hop chtng thu s6 vao phan mém nghiép vu caa TTXVN.
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raversdeg / 4. TOM TAT

«  Ung dung CNTT trong cdc CQNN phat trién manh, kéo theo céc
van dé gay mat an toan théng tin. Giai phap tt nhat hién nay 1a
tmg dung ha tang khoa cong khai (PKI) d&& dam bao an toan cho
cac giao dich dién tu.

- He¢ thong chimg thuc s6 chuyén dung Chinh phu, véi 4 tmg dung
co ban: ky s6, Md mat, Xac thuec, chéng chdi bo, da cung cép
nhiéu san pham tng dung hiéu qua dam bao an toan cho viéc trao
do6i théng tin trong cac co quan Pang, Nha nudc va phat trién
Chinh phu dién ti.

« Trién khai, ung dung hé thong chting thuc so tai Thong tan x3
Viét Nam sé thic day viéc tmg dung CNTT (chit ky s6) nang cao
tinh xac thuc, bao mat, an toan cho viéc trao doi thdng tin trong
cac co quan thuoc TTXVN va véi cac to chic cd nhan cé lién
quan.
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